ABSTRACT In this paper, we propose a unified approach for compression and authentication of smart meter reading in advanced metering infrastructure (AMI). In general, smart meters are urged to send sampled reading signals at a high rate for high-quality services. Meanwhile, power reading signals have to be authenticated to prevent impersonation attacks, which can cause serious economic loss. However, the security in smart grids faces more challenges than conventional human-type communications because of limited hardware resources of a smart meter (e.g., small memory). Motivated by these problems, we study simultaneous compression and authentication for power reading signals in multicarrier systems based on the notion of compressive sensing (CS). The CS-based compression and authentication method are applied to empirically modeled signals with a shared secret key, a measurement matrix in CS between a data concentrator unit (DCU) and a legitimate smart meter. In particular, for authentication, the residual error of a received signal at the DCU is used as a test statistic for hypothesis testing, which determines whether the signal is a legitimate signal or an intrusion signal in the proposed approach. Through the analysis and simulation results, we demonstrate that the CS-based compression approach can be applied to smart meter reading with good energy efficiency. In addition, it is shown that the proposed scheme can obtain a low authentication error probability under reasonable conditions. For example, when the number of subcarriers is 64, the DCU can distinguish legitimate and intrusion smart meters with a probability of 1 − P E , where P E ≤ 10 −4 .
I. INTRODUCTION
In general, a traditional power grid is an electric system that carries power from electric power generators to a large number of consumers. In a power grid, consumers might be uninformed and non-participative with the power system. While there are some drawbacks (e.g., poor visibility, slow response time, lack of situational awareness) caused by the closed nature of the power system [1] in a power grid, the demand for electricity has gradually increased. To satisfy the demand and address these challenges, smart grid which is an evolved power grid that integrates advanced computing and communication technologies into power grid has emerged [1] .
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Advanced metering infrastructure (AMI) plays a crucial role in smart grid by enabling bidirectional communications of precise measurements and fast reports between energy consumers and producers [2] , [3] . But, there might be challenges for AMI due to the smart meters with limited resources (e.g., small memory, limited bandwidth). For example, it might be difficult for smart meters to support fast sampled power signals, i.e., ∼1 kHz in real-time, necessary for power disaggregation, due to the undesired high energy consumption and the broad bandwidth requirement [4] . In addition, assuming that there exist malicious devices which perform impersonation attacks, it is vulnerable to the attacks due to the nature of wireless broadcast [5] . It may cause serious economic loss and instability of the power system by manipulating power signals. For example, a utility of Puerto Rican suffered huge economic losses which are about $400 million by malicious manipulations of smart meter readings [6] .
To obtain detailed energy usage patterns in the appliance level, a large amount of power information which enable power disaggregation are necessary. Power disaggregation techniques attempt to identify the individual power contributions of the appliances in the whole power consumption [7] - [11] . However, for those techniques, if the aggregated power signals are sampled at a low rate, it is hard to exactly disaggregate the power signals of individual appliances. While high sampling rates of the power signals make an accurate power analysis for appliances by capturing more characteristics of power signals in AMI, they induce a burden of increasing computational complexity and transmission power for the power meter which has limitations of hardware resources.
To address the high sampling problem, data compression techniques have been extensively studied for many applications [12] - [19] . There are a few lossless compression techniques for power data [12] - [15] . In [12] , it is shown that a two-dimensional representation based compression outperforms a one-dimensional representation based compression for compression of power quality event data in terms energy compaction efficiency. In addition, in [15] , a new lossless compression method for smart meter readings is proposed using Gaussian approximation, based on a dynamic-nonlinear learning technique. In lossy compression, various power signal compression methods have been studied. A wavelet based data compression approach is presented in [17] , where a wavelet transform based multiresolution analysis which enables power signal compression and denoising is investigated. In [18] , a new compression method for power signals using singular value decomposition (SVD) is presented. This method is superior to wavelet based compression techniques in terms of the reconstruction performance, while it has high complexity for data compression which may impose a heavy burden on a smart meter. In [19] , using the notion of compressive sensing (CS), the power signals of a smart meter are compressed to reduce the computational complexity of a smart meter in AMI.
CS has attracted considerable attention in electrical engineering, applied mathematics, statistics and computer science [20] . Recently, CS has been applied to the information security field in [21] - [36] . In particular, two aspects have been studied: the theoretical aspect and the application aspect [37] . In the theoretical aspect, CS based encryption, which uses a measurement matrix as a secret key, has been theoretically analyzed in [21] - [27] . In [21] , CS based encryption was found to achieve computational secrecy, while it cannot provide perfect secrecy in terms of information security because of the linear property of measurements. To achieve perfect secrecy, some unfeasible assumptions used in [24] have to be made. In addition, CS based encryption is analyzed in terms of robustness and security in [22] . Particularly, as shown in [25] , CS cannot guarantee the security of cryptographic standards, but may provide a useful built-in data obfuscation layer. In the application aspect, CS has been applied to various applications (e.g., image, biometric data) for security [28] - [36] . Particularly, image encryption methods using the notion of CS have been studied to enable simultaneous image compression and encryption in [28] - [31] . Furthermore, an image authentication scheme based on CS is considered in [36] . In [36] , a CS based authentication mechanism that uses a tag signal for image authentication is presented, but the study does not provide any theoretical basis. In particular, a threshold for hypothesis testing and theoretical performance analysis is not given in [36] .
In smart grid, authentication techniques have been studied mostly in network and application layers [38] - [40] . However, these techniques may not be suitable for some smart meters with limited resources such as low computational capability and limited bandwidth due to high complexity. To address this issue, physical layer authentication methods based on the dynamic physical characteristics (e.g., channel, analog front-end (AFE)) have been considered. Channel based physical layer authentication [41] uses the time-variant channel state information (CSI). In addition, the phases of multicarrier channels are used for secure physical-layer challenge-response authentication with a shared secret key in multicarrier systems [42] . In [43] , channel coding is employed to mitigate the difference between the two estimated channels, which are used for physical-layer challengeresponse authentication. The hardware imperfection of AFE which causes input and output (I/O) imbalance, phase offset error, carrier frequency offset error can be used for physical layer authentication [44] . However, if the characteristics of AFE and channel for an intrusion node are close to those of a legitimate transmitter, the authentication techniques may result in relatively poor authentication performance. In [45] , a tag signal is concurrently transmitted for a stealth authentication with a message signal.
In this paper, we propose a unified approach of compression and authentication for smart meter readings based on the notion of CS in a multicarrier system. The power reading signal of a smart meter is considered as an aggregated signal of power signals of home appliances. Based on the models for power signals of home appliances in [46] , empirical modeling of the aggregated signal is considered for the smart meter reading. To this end, we collect power consumption data for home appliances to empirically model using the smart plugs (PM-B310-W2) in the laboratory. Unlike [32] where a CS based compression is applied to power signals of home appliances, a CS based compression is applied to the aggregated power reading signal based on the empirical modeling. Furthermore, we consider an efficient authentication scheme in conjunction with CS based compression to reduce a burden of the signal processing of the smart meter for compression and authentication in the proposed scheme. In particular, by using a measurement matrix as a secret key for the authentication, we show that the power reading signal can be authenticated in physical layer. It means that a data concentrator unit (DCU) which collects the power data from the smart meter can discard an intrusion signal in physical layer directly without upper layer processing, which can effectively reduce the burden of network due to unnecessary traffics caused by malicious intrusion meters. Through the theoretical analysis and numerical simulations, we can show that the CS based compression for smart meter readings has a better performance than wavelet based compression in terms of energy efficiency. In addition, the proposed scheme can obtain a low authentication error probability under various conditions (e.g., the number of subcarriers, signal to noise ratio (SNR)).
The main contributions of this paper are summarized as follows. First, a unified approach for compression and authentication is proposed under a transmission framework for smart meter reading in AMI. Any unified approach for compression and authentication of power reading signals has not been studied in the literature yet, while a similar work can be found in [32] , where the compression is combined with encryption. Compared with the approach in [32] , the proposed approach focuses more on authentication to prevent impersonation attacks. Secondly, for the authentication performance analysis, we derive a guaranteed authentication error probability for the proposed scheme. In this paper, the authentication error probability is the probability that the DCU makes an incorrect decision of hypothesis testing for the authentication. Here, a power of a residual error for a received signal at the DCU is used for hypothesis testing. Note that this paper is an extension of its conference version in [19] with new material, including the discussion on CS based authentication, which is our main contribution (in Section IV).
The remainder of this paper is organized as follows. In Section II, we explain motivation of our works in this paper. Section III presents a CS based compression scheme based on an empirical modeling of a power reading signal at a smart meter in AMI. We propose a unified approach of compression and authentication for smart meter reading in Section IV. The simulation results to evaluate the performance of the proposed scheme are presented in Section V. Finally, concluding remarks are given in Section VI.
Notation: Upper-case and lower-case boldface letters are used for matrices and vectors, respectively. A H and A T denote the Hermitian and transpose of A, respectively. For a matrix X (a vector x), [X] m ([x] m ) and [X] m,n represent the m-th row (element, resp.) and the m-th row and the n-th column element of X, respectively. The p-norm of a vector a is denoted by a p (If p = 2, the norm is denoted by a without the subscript). CN (a, R) represents the distribution of circularly symmetric complex Gaussian (CSCG) random vectors with mean vector a and covariance matrix R.
II. MOTIVATION
A key element in AMI is smart meters which continuously record power consumptions of users and send power reading signals to a DCU to permit accurate power estimation and control of an administrator. According to forecast in Frost & Sullivan, it is predicted that 126 million smart meters will be installed annually until 2024 [47] . As the number of smart meters rapidly increases, simple and low-cost smart metering systems for large scale distributed monitoring become an important issue [48] . In the system, a large number of smart meters deployed in AMI collect real time power reading information from home appliances. In this paper, we consider a large scale smart metering system which supports power disaggregation with smart meters of low-cost.
In general, low-cost smart meters have limited hardware resources (e.g., small memory, low computational capacity). However, the conventional cryptographic mechanisms for smart grid require high complexity and large signaling overhead which puts too much burden on the constrained smart meter resources. For example, if a smart meter uses MSP430F471 microcontroller with 16 MHz central processing unit (CPU) and 8 kB random access memory and 120 kB flash memory, conventional authentication schemes such as RSA and elliptic curve digital signature algorithm (ECDSA) would not be recommended for the smart meter due to required resources for computation [38] . In addition, low energy consumption is one of the primary requirements to a smart meter since its energy cost for the utility under main power becomes non-negligible by the massive deployment of the meters running all days, and it needs to run for prolonged periods under battery power for reporting the main power loss or other emergency events [49] . Furthermore, the energy cost and battery limit can be more critical for the multi-utility smart meter which measures water, gas as well as electricity by the extra energy consumption with cryptographic mechanisms. Therefore, a lightweight authentication scheme is preferred for smart meter due to the lowered energy consumption in AMI by reducing the computational complexity. Motivated by the problem, we propose a unified approach for compression and authentication in physical layer. The procedures for compression can be used for authentication based on the notion of CS. The details are provided in Section IV.
III. CS BASED COMPRESSION IN AMI
As illustrated in Fig. 1 , a smart meter captures aggregated power consumption signals of home appliances, and transmits the aggregated signal to the DCU [46] . In addition, as mentioned earlier, the power reading signal has to be compressed with a high sampling for an accurate power analysis in AMI. In this section, we study the application of CS to the compression of power reading signals at smart meters after an empirical modeling.
A. EMPIRICAL MODELING OF POWER READING SIGNALS IN AMI
A power reading signal transmitted from a smart meter is empirically modeled by analysis of power profiles of individual home appliances. Home appliances have different power consumption profiles due to their unique electric loads. In addition, the average hours and intervals of the use of home appliances are also quite different in accordance with the purpose of the devices. Thus, it is an intractable problem VOLUME 7, 2019 FIGURE 1. Advanced metering infrastructure.
to model the power signal for all different appliances, and an empirical analysis based modeling scheme as in [46] is employed in this study. In addition, proper parameter values and probability distributions for the modeling are determined through empirical analysis of the collected data in this paper. Power waveforms of individual home appliances are captured by a set of smart plugs (PM-B310-W2) simultaneously, and collected through the wireless connections. These waveforms are jointly analyzed for the empirical modeling [19] .
Four different models are used for modeling associated with power signals of the home appliances, which are on-off, on-off decay, stable min-max, and random models [46] . We determine parameter values and probability distributions in the models by analyzing the collected power data. The details on the models can be found in [19] .
The power reading signal of a smart meter, p(t), can be regarded as an aggregation of power consumptions of active home appliances at time t and expressed as
where i (t) ∈ {0, 1} is the activation of the i-th home appliance and p (i) (t) is the power consumption for the i-th home appliance. For simplicity, we assume that the i-th home appliance is used from t
end . In addition, an activation time of the i-th home appliance, t
is assumed to be decided by the statistical analysis of the collected power data in this paper.
In Fig. 2 [19], we show the empirical modeling of power signals and measured power signals from smart plugs. The measurement errors due to imperfect hardware are also shown in the captured data. Based on the modeling for power signals of home appliances as described in (1), we can easily obtain the modeling information for smart meter signals.
B. CS BASED POWER READING SIGNAL COMPRESSION IN AMI
To apply the notion of CS to the compression of power reading signals, their sparsity is necessary. In [32] , power reading signals of home appliances can be transformed to sparse signals with a proper representation matrix by using FIGURE 2. Comparison between empirical collected power signal and modeling power signal for home appliances and a smart meter [19] .
empirical power consumptions. But, it considers a compression of power consumptions of home appliances, not a power reading signal of a smart meter. In addition, it only relies on the collected data, not modeled data. On the other hand, in this paper, we design a representation matrix to obtain high sparsity for a power reading signal based on the modeling. In this section, we omit the time index, t for convenience, and represent a power reading signal of a smart meter as follows:
where ∈ R N ×N is a representation matrix. Here, s ∈ R N ×1 is Q-sparse. There exists a trade-off between sparsity and the accuracy of the approximation. Ultimately, it is related to a trade-off between a compression ratio and reconstruction error. In this paper, Q is the minimum q subject to the energy of s (q) contains more than κ(%) of energy of s (i.e., s (q) 2 ≥ κ s 2 ), where κ is a certain threshold. Here, κ is determined according to a target compression ratio.
There are general representation matrices which make a signal transformed to a sparse signal. For example, discrete cosine transform (DCT) and discrete Fourier transform (DFT) matrices [50] can efficiently compress a periodic signal. In addition, adjacent difference transform (ADT) matrix is suitable for a signal with duty-cycled property [32] . Wavelet transform [51] matrix generally is used for other applications (e.g., image compression). In [32] , it is shown that Haar wavelet transform (HWT) is a best default basis without prior knowledge of the signal structure for a power signal of a home appliance. In this paper, to compare the performances of the representation matrices for a power reading signal of a smart meter, the sparsity of the compressed power reading signal is calculated by using modeled data.
We collect L samples by a simple projection with measurement vectors {φ l } 1≤l≤L as x l = φ T l p (note that the samples are transmitted through L subcarriers.). Thus, the compressed power vector is given by
is the measurement matrix. A design of the measurement matrix plays an important role in CS to obtain a good reconstruction performance. The coherence is one of measures to evaluate whether or not a measurement matrix is good [52] . That is, as the coherence between a measurement matrix and a representation matrix is small, it is expected to reconstruct the original signal well in CS. As shown in [52] , if is the Fourier basis and is the canonical or spike basis, e.g., φ l,k = δ(k − l), the coherence between and is given by µ( , ) = 1, where
It means that if the representation matrix is a DCT matrix, the measurement matrix using spike basis becomes a best measurement matrix in terms of the coherence. However, for the other representation matrices, a Gaussian measurement matrix (e.g.,
}) may have a better reconstruction performance, compared to a spike measurement matrix. Meanwhile, for the CS recovery, we use orthogonal matching pursuit (OMP) algorithm [53] which is a low complexity greedy algorithm. In most CS recovery algorithms, the sufficient number of measurements is an important parameter for the successful recovery. At a high SNR, the required number of measurements, L, for the successful recovery is bounded as follows:
where C is a constant and δ ∈ (0, 0.36) [53] . Then, OMP can reconstruct the signal with probability exceeding 1 − δ.
It is important to evaluate the compression technique with a proper performance metric. In this paper, sparsity, the percentage root mean square difference (PRD) and energy consumption are considered for the performance metrics. Sparsity, which influences CS recovery performance, is given by ζ = N −Q N . The recovery problem in CS is underdetermined because there are fewer measurements than unknowns in CS. However, the problem in CS can be solved by using the sparsity. Here, s belongs to the set obtained by the union of all the
The sparsity information (i.e., large number of null entries) is powerful a-priori information that can be exploited in the solution of an underdetermined linear system. Then, we can consider a simple example with L = 2 and N = 3 as follows:
Thus, if Q = 2, a Q-sparse vector can belong to only one of the three coordinate planes. On the other hand, if Q = 1, the sparse vector can belong to only one of the three axes. Then, if Q is small (i.e., higher sparsity), the search space can be reduced. The strongly reduced search space is the key that allows the retrieval of sparse vectors using a small number of measurements. The PRD that quantifies the reconstruction quality is defined as PRD = s−ŝ 2 s 2 × 100, whereŝ is the reconstructed signal. The energy consumption is a very important metric to increase energy efficiency of a smart meter. To evaluate the energy efficiency, an energy model [16] for compression and transmission is considered, as follows: E total = E comp + E tx , where E comp and E tx are amounts of energy for compression and transmission, respectively. As shown in [54] 
As mentioned earlier, the compressed power reading signal should be authenticated to prevent an intrusion meter (IM) forging power consumptions in AMI. To this end, we also use the notion of CS which is used for the power reading signal compression in this section. In Section IV, we will investigate details on the CS based authentication which are our main contributions in this paper.
IV. CS BASED AUTHENTICATION IN AMI
In this section, we consider CS based physical layer authentication for a power metering system consisting of a DCU and multiple smart meters in the presence of malicious intrusion smart meters which are called intrusion meters. For simplicity, we only consider one legitimate meter (LM) and one IM in this paper. Then, the CS based authentication which enables simultaneous compression and authentication is considered as illustrated in Fig. 3 . 
A. AUTHENTICATION SCENARIO
We present a physical layer authentication scheme that enables simultaneous compression and authentication based on the notion of CS in AMI. In the CS based authentication, a measurement matrix is used as a secret key. In general, linear feedback shift registers (LFSRs) which are typically used for a low-complexity implementation of a pseudo-random generator can be employed to generate the measurement matrix for security. In this case, an initial vector in the LFSRs becomes a secret key to generate the measurement matrix. We consider the following scenario for the physical layer authentication:
• The DCU performs an initial authentication by using conventional cryptography based authentication.
• The DCU generates a measurement matrix as a secret key by using LFSRs.
• By using a physical layer security scheme [56] based on CSI between the DCU and the LM, the DCU securely transmits an initial vector of LFSRs to generate measurement matrix.
• Based on the shared measurement matrix, the DCU determines whether or not a received signal is from the LM by using the CS based authentication. As mentioned earlier, we consider a physical layer security scheme in [56] to share a measurement matrix between a DCU and an LM. As [56] , subcarriers are interleaved according the sorted order of their channel gains in time division duplex (TDD) mode. Then, based on the channel reciprocity, the LM can derive the interleaving pattern initiated by the DCU, while the interleaving pattern is unknown to the IM. Then, the DCU can securely send an initial vector which is used to generate the measurement matrix to the LM. Based on the scenario, the CS based authentication between the DCU and the LM is considered in the presence of the IM.
B. CS BASED PHYSICAL LAYER AUTHENTICATION
We consider a multicarrier system for transmissions from an LM to a DCU with L subcarriers. Throughout the paper, the LM sends a block of signals denoted by x B ∈ C L×1 over L subcarriers, where x B contains a message of smart meter reading. We also consider the case that an IM transmits a forged signal block, denoted by x E ∈ C L×1 , over L subcarriers with the aim at impersonating the LM. Then, the received signal at the DCU is given by y = Hx B + n, if the LM transmits,
where n ∼ CN (0, σ 2 I) is the background noise term. Here,
are the diagonal channel matrices from the LM and IM to the DCU, respectively, where H l and G l are the l-th frequency-domain channel coefficients of the LM and IM, respectively, which are assumed to be CSCG random variables, i.e., H l ∼ CN (0, σ 2 h ) and G l ∼ CN (0, σ 2 g ). As mentioned in Section III, power reading signals can be transformed into sparse signals with a proper representation matrix (e.g., HWT). It means that power reading signals can be compressed using the notion of CS. Meanwhile, for the authentication, we can design an authentication matrix, B which has to be shared between the LM and the DCU as a secret key for the authentication. As mentioned earlier, we consider that the DCU transmits an initial vector used to generate the measurement matrix to the LM based on a physical layer security scheme [56] . Then, the authentication matrix is unknown to the IM, while the representation matrix, , is known. Let x B = B s B and x E = E s E , where s B and s E are the sparse signals at the LM and IM, respectively, and B and E are the authentication matrices for the LM and the IM, respectively. From (4), the received signal at the DCU can be represented as follows:
Here, B used as a secret key is known to the DCU, while E is unknown to the DCU. Meanwhile, the DCU should know the channels to detect the transmitted signals. To this end, the smart meters transmit pilot signals before the power reading signals. Throughout the paper, we assume that the channels for the LM and IM are perfectly estimated, respectively. For the LM, the IM which performs impersonation attacks also transmits a pilot signal to estimation channels between the DCU and the IM. Then, as shown in [57] , the channel estimation errors which can be influenced by noises can sufficiently be reduced by using channel estimation techniques based on denoising strategies. So, the channels can be estimated with negligibly small error. For convenience, let D be the estimated channel at the DCU, i.e., D = H or G if the LM or IM transmits, respectively. The measurement matrix which is unknown to the IM can be estimated by the IM's known plaintext attacks [58] due to the linear property of CS. So, as [58] , if an artificial noise is used, it makes the attacks difficult. To minimize the performance degradation at the DCU, the artificial noise is selectively transmitted in the frequency domain based on known CSI. It becomes difficult for the IM to perform attack with a fraction of the received signals due to artificial noise [58] . Then, it ensures a guarantee of secrecy in terms of a probability of successful attack under certain conditions. For example, if SNR = 8dB, L = 64, a successful attack probability, denoted by P SA , can be as low as P SA ≈ 10 −12 . In this paper, the method using artificial noise is not studied due to the page limitation.
C. HYPOTHESIS TESTING
For the authentication, we consider two hypotheses: H 1 is the hypothesis that the received signal is transmitted by the LM with B and H 0 is the other hypothesis that the received signal is transmitted by the IM with E . In this subsection, for tractable analysis, we assume
Note that if multiple LFSRs can be used, each element of a measurement matrix approximately becomes a Gaussian random variable [59] . Since E is randomly generated for the impersonation attack by the IM without any information of B , the binary hypothesis problem can be formulated as follows:
where is an authentication matrix used in a smart meter, i.e., = B or E if the LM or IM transmits, respectively. Let U = (Y , ), where Y is a random vector of a received signal and is a random matrix of the authentication matrix used as a secret key. At the DCU, u = (y, B ). Then, in the case of H 1 , the realization (i.e., outcome of measurements), u is generated by the joint probability p(Y , ), where Y depends on . On the other hand, in the case of H 0 , u is generated by the distribution p(Y )p( ) because the realization of the received signal, y is generated with E which is perfectly independent of B . Then, according to [60] , the optimal binary hypothesis testing can be formulated as follows:
Unfortunately, since the DCU does not know E , a different test statistic has to be used. With CS recovery at the DCU to find the sparse vector s that minimizes y − D B s 2 , the following test statistic can be used:
whereˆ ∈ C L×Q represents the submatrix of D B obtained by the Q column vectors corresponding to the support of the recovered sparse signal by a CS algorithm (e.g., the OMP algorithm) andŝ = (ˆ Hˆ ) −1ˆ H y. Note that in the case of H 1 , α becomes small, where = B , while α becomes relatively large in the case of H 0 , where = E due to a difference of s − B ŝ in (8) . Then, α is compared to a threshold, η for the final decision.
For convenience, let α B = α|( = B ) and α E = α|( = E ). Then, the resulting hypotheses are
Thus, it is important to derive the conditional distributions of α, denoted by f (α B ) and f (α E ) for the LM and IM, respectively, which are used to analyze the security performance of the proposed scheme in terms of detection and false alarm probabilities. However, since E is unknown to the DCU,
is alternatively used as the distribution of α E .
1) PROBABILITY DENSITY FUNCTION OF α B
To obtain the distribution of α B , we assume that when the LM transmits, the support set of a Q-sparse signal, s is perfectly recovered by using the OMP algorithm in a high SNR. As shown in [61] , the power of residual error becomes
Thus, from (5) and (10), the power of residual error for the legitimate signal is given by Thus, from (11), we can rewrite the power of the residual error as follows:
where
follows the Chi-square distribution with 2L degrees of freedom, and the probability density function of α B is given by
. In addition, the mean and variance of α B are given by
, respectively.
2) PROBABILITY DENSITY FUNCTION OF α E
Unlike the power of residual error for the legitimate signal, it is hard to draw the exact probability density function of α E due to the unknown E . From (5) and (10), the power of residual error for the intrusion signal can be represented as
where E = G E and R E =ˆ (ˆ Hˆ ) −1ˆ H |H 0 . AsT |H 1 , when the IM transmits, the estimated support set, denoted byT |H 0 , can be determined with the column indices of the Q largest correlation coefficients between y and the columns of D B . However, unlikeT |H 1 , for a high SNR, T |H 0 = T E , where T E is the support set of s E because E is different with D B . In the OMP, among N columns of D B , the Q columns of the largest correlations with y are selected for the estimated support set. Let ν q denote the mean of the q-th largest correlation coefficient among N correlation coefficients between y and the columns of D B . Here,
the set of correlation coefficients corresponding to the columns ofT |H 0 . Thus, if the elements of L are sufficiently large, the resulting α E becomes small. Then, if we assume that all of the columns of D B have ν 1 correlation coefficients with y (i.e., the all elements of L are assumed to be ν 1 ), a lower bound on α E , which is denoted by α E , can be obtained. Then, for the case of α E , E E ˆ ŝ|H 0 can be represented as (8) and (15), the lower bound on the power of residual error for
The means of the other terms in (16) are zero. Then, the mean and variance of α E , respectively, are given by
and
Here, ν 1 is obtained by the Monte-Carlo simulations and σ 2 E is approximated under the assumption that the covariances of the terms in (16) are negligibly small. By using the Gaussian approximation for a large L, the distribution of α E is given by
x 2 is a normal distribution. The difference of the distributions for the LM and IM makes that the DCU can distinguish whether a received signal is a legitimate signal or an intrusion signal. As Q and SNR increase, the distributions are far away. In particular, from (13) and (17), as SNR → ∞, the mean of α B approaches zero, while the mean of α E approaches
D. AUTHENTICATION ERROR PROBABILITY
To evaluate the proposed authentication scheme, we consider an authentication error probability which is an incorrect decision probability at the DCU and given by
where P D and P F are the detection and false alarm probabilities at the DCU, respectively, and is a weighting factor (0 ≤ ≤ 1). Here, P D is a probability that when the LM transmits, the DCU decides that the signal is a legitimate signal and P F is a probability that when the IM transmits, the DCU decides that the signal is a legitimate signal. Thus, P D and P F are determined by the probability distributions for α B and α E and an authentication threshold denoted by η. It means that P D = P(α < η|H 1 ) and P F = P(α < η|H 0 ). In this paper, for a fixed target detection probability, P • D , η is decided using the probability density function of α B . For a fixed η, the detection probability is given by
where F(x, a) is the cumulative distribution function of the Chi-square distribution. Then, for a fixed P • D , the required threshold becomes
Once η is determined for a given P • D , the false alarm probability can be calculated using the distribution of α E . As mentioned earlier, it is hard to obtain a closed-form expression for the distribution of α E . So, we draw an upper bound on the false alarm probability with the distribution of α E and η. Then, for a fixed η, an upper bound on the false alarm probability, denoted byP F , is given bȳ
2 du. Then, the upper bound on the authentication error probability can be obtained by applying (21) and (23) to (20) .
V. SIMULATION RESULTS
In this section, we present the simulation results for the proposed scheme with the empirical model for smart meter readings. For simulations, we assume σ 2 h = σ 2 g = 1. In addition, the SNR is defined as
As we mentioned earlier, Q = min q subject to s (q) 2 ≥ κ s 2 . Fig. 4 depicts the sparsity of s denoted by ζ , for the various thresholds of sparse signal approximation, κ, where N = 128. For simulations, we generate power signals of smart meters through the model. In addition, we evaluate the sparsity of different representation matrices (e.g., ADT, DCT, DFT, HWT). In this figure, HWT has the highest sparsity, because the power reading signal of a smart meter is not periodic, and its duty-cycled signals are suitable for DCT, DFT, and ADT, respectively. In summary, the CS based compression and authentication scheme can be applied to power reading signals of smart meters with an HWT representation matrix. In Fig. 5 , we show the PRD of the reconstructed power signal with various compression ratios when N = 128. Here, the compression ratio is given by CR = B orig −B comp B orig × 100, where B orig and B comp are the number of bits for the original signal and compressed signal, respectively. In simulations, we compare the PRD of the CS based compression scheme with the existing compression schemes (the Daubechies wavelet (DB4) compression and SVD based compression [18] ). To compare the compression performance of the proposed scheme with those of the existing methods, B orig and B comp in the compression ratio are obtained by calculating the entropies for the original and compressed power signals, respectively. The existing schemes have lower PRDs than the CS based compression method. Thus, it is important to find the best representation and measurement matrices in the CS based compression scheme that make the PRD low for AMI power signals. Based on the real-time power reading signal, an adaptive selection of the best representation and measurement matrices can be considered an optimal selection in practice. However, it is out of our scope in this paper (considered future work). Alternatively, in this study, based on empirically modeled signals, the statistically optimal representation matrix and measurement matrix are investigated to improve the reconstruction performance of the proposed scheme. From this figure, we can see that if a representation matrix and a measurement matrix are HWT and Gaussian (or Bernoulli) matrix, respectively, we can obtain the lowest PRD in the CS based compression, which is slightly higher than those of the existing compression schemes.
In Fig. 6 , we show the simulation results for energy consumption for compression and transmission over the compression ratio, when N = 128, E flop = 371pJ [63] , E t elec = 50nJ, amp = 0.1nJ/m 2 [55] and d = 1000m. In simulations, four compression cases ('no compression', 'CS based compression', 'wavelet compression', 'SVD based compression [18] ') are considered. The case of 'no compression' has no energy consumption for compression because it directly transmits power signals without compression. As shown in this figure, we can find that the case of 'CS based compression' can reduce energy consumption, compared to those of the other cases. For a low compression ratio (i.e., CR < 20%), the case of 'wavelet compression' has poorer energy efficiency than that of 'no compression' because of energy consumption for compression, while the case of 'CS based compression' has a high energy efficiency regardless of the compression ratio. Thus, it is shown that the proposed CS based compression scheme is suitable for smart meters that have limited hardware resources (e.g., low computational capability) with large energy efficiency. Fig. 7 depicts the probability density functions of the power of residual errors for legitimate and intrusion signals, in which N = 128, L = 64, κ = 0.9985, and SNR = 10dB. In simulations, HWT is used for the representation matrix, , because it is shown that HWT is the best representation matrix, as shown in Fig. 4 . Thus, as shown in this figure, the empirical distribution of the legitimate signal closely agrees with the theoretical distribution of (13) , while the mean of the theoretical distribution of α B is very slightly lower than that of the empirical distribution, because we assume that B s B =ˆ BŝB in the theoretical analysis. In addition, the empirical distribution of the intrusion signal is close to the theoretical distribution of α E , (19) . We can see that the distribution of α B is sufficiently distinguishable from that of α E . Since the authentication matrix (i.e., key of the authentication) is unknown to the IM, the power of the residual error is relatively higher than that of the LM. This means that the difference between authentication matrices of the DCU and IM induces a sufficiently large residual error in the proposed scheme. Therefore, from this figure, we can find that if we set a proper threshold for the hypothesis testing in the proposed scheme, the signal from the IM can be detected with a high probability.
In Fig. 8 , we show the impact of SNR and L on the performance, when N = 128, P • D = 1 − 10 −15 , κ = 0.9985, and = 0.8. In general, the signal from the LM should be authenticated with a high probability for efficient power reporting in AMI. So, in simulations, the proposed scheme is evaluated with a high target detection probability (P • D = 1 − 10 −15 ), in terms of false alarm probability. Note that it is an unfavorable condition because, for a high P • D , the false alarm probability becomes high due to the high η, determined by P • D . Based on the different statistics of α B and α E in Fig. 7 , the false alarm probability can be seen in Fig. 8(a) with different SNR and L. As mentioned earlier, as SNR increases, the false alarm probability dramatically decreases because a moderate SNR is necessary to guarantee B s B =ˆ BŝB in the LM, but it is not in the IM. In addition, as L increases, the correlation coefficient between measurement matrices of the DCU and IM, ν 1 , becomes low, which makes the false alarm probability low. However, an existing CS based authentication method [36] that uses a tag signal for image authentication maintains a relatively high false alarm probability with L tag = 32, which denotes the length of a tag signal due to short packet size. This means that it is not suitable for authentication of smart meter readings. Meanwhile, the proposed scheme has a lower false alarm probability for a high SNR (i.e., SNR ≥ 6dB) than an existing physical layer authentication method [42] . In a low SNR, we cannot obtain good authentication performance in the proposed scheme because an exact CS recovery cannot be guaranteed. In addition, while the existing scheme (for a physical layer challenge-response (PHY-CRAM) in multicarrier systems) needs to transmit the subsequent transmission of the power reading signal, the proposed scheme does not need to transmit a power reading signal and an authentication sequence separately. In Fig. 8(b) , the authentication error probabilities are shown, in which a low authentication error probability can be obtained for a high SNR and a large L. In summary, although P • D is high, the proposed scheme can guarantee good authentication performance (e.g., P E = 10 −4 ) with a moderate SNR (e.g., 8dB) and L (e.g., 64).
VI. CONCLUSION
Lightweight authentication is a major concern for low-cost smart meters in AMI. In this paper, we proposed a unified approach for power reading signal compression and authentication in AMI by using the notion of CS. The proposed scheme, which enables simultaneous compression and authentication for smart meter readings can reduce the burden of computational complexity for low-cost smart meters in AMI. To this end, an aggregated power reading signal of smart meters is transformed into a sparse signal for CS based compression. Meanwhile, a power reading signal can be efficiently authenticated without additional signal processing by using a residual error, which is an output of decompression. Furthermore, we derived a theoretical threshold for hypothesis testing and theoretical analysis for an authentication error probability. From the analysis and simulation results, we showed that the power reading signal can be authenticated under reasonable conditions (e.g., L = 64 and SNR = 8dB), with a probability of 1 − P E , where P E ≤ 10 −4 .
VII. CHALLENGES AND FUTURE WORK
There are several avenues in which to explore this research further. For example, we can consider the optimization of representation and measurement matrices to improve compression and authentication performance. In particular, it is necessary to a secure measurement matrix against intelligent attacks from an IM. In addition, there may be potential to enhance CS based authentication by using CSI between a DCU and an LM as not only another signature for authentication but also an obstacle to known plaintext attacks in which an IM tries to estimate a measurement matrix.
